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The National Bureau of Standards has a special responsibility within the Federal Government for computer science [8, 9] . In fact, by taking advantage of the pseudorandom nature of the DES output, we are able to describe a smaller, more efficient test procedure that is equivalent to the test previously described in [8] , although the extensive Monte-Carlo test is not reproduced. operates correctly on an appropriate maximal linearly independent set of input vectors, i. e., a suitable basis.
The S-boxes
The non-linear substitution tables, or S-boxes, constitute an important part of the algorithm. The purpose of the S-boxes is to ensure that the algorithm is not linear [1, 2] . Each of the eight S-boxes contains 64 entries, organized as a 4x16 matrix. Each entry is a four bit binary number, represented as 0-15, so the output of the parallel connection of eight S-boxes is 32 bits. A particular entry in a single S-box is selected by six bits, two of which select a row and four select a column.
The entry in the corresponding row and column is the output for that input. Each row in each S-box is a permutation of the numbers 0-15, so no entry is repeated in any one row.
The Key Schedule
The purpose of the key schedule is to provide a thorough intermixing of the key bits for the algorithm. The key schedule is linear, so its implementation can be verified by presenting 56 basis vectors (= a maximal linearly independent set for this operator) as keys.
The encryption process uses left shifts in the key schedule while decryption uses right shifts, so an additional 56 decryptions are required for testing. The key schedule is extremely important to the security of the algorithm: it has been shown [4] that similar algorithms without similar key schedules may be substantially weaker even if they have much larger keys.
2.4
Maintaining The reader is referred to [3] for the official specifi cation of these parameters.
-18- In this form the Gram-Schmidt test is used to ensure that sufficiently many pseudo-random vectors have been presented to each linear element of the DES to guarantee complete testing. Appendix C addresses the question of how many random vectors must be examined on the average in order to ensure that we have a maximal linearly independent set.
-20- Appendix C: Pseudo-random Testing of Linear Devices A Markov-chain model is used to compute the mean and standard deviation of the number of pseudo-random input vectors that must be presented to a linear device to ensure that a basis has been presented to the device, thus testing it completely.
The first block of input may be either a zero or a non-zero block. In the second case the block will be in the set, while in the first we repeat until we obtain a non-zero block.
Once In the next theorem we compute the mean number of transitions for this Markov chain to be absorbed. is equal to one for the first state plus the probability or starting without a non-zero element times the mean number of transitions to absorption given a start without a nonzero element plus the probability of starting with a nonzero element tines the mean number of transitions given a start with a non-zero element, or We now derive an asymptotic estimate to the above Theorem 4. The average number of vectors that must be examined to obtain a basis is asymptotically log n + c + 0(l/n), where k is the nufuber of non-zero vectors required to define c is a constant. the system, n = 2 and Proof.
Rewrite S, as S.
to see that, apart from the first few terms, each new term just adds one as k increases, so asymptotically, for some constant c, we have S|^= c+k, and we see that the asymptotic value = log n + c + 0(l/n).
The value of c is given in [ 
